Yy KDAN
Shared Security Responsibility Model, SSRM

Item Maintenance Type Responsible Party Remarks
1 User Management User Use strong passwords to secure
accounts.
Manage user accounts, roles, and
permissions to ensure proper
authentication measures.

2 Data Integrity, User Ensure the integrity and security
Accuracy, and of data uploaded to KDAN
Compliance services.

Control data stored within KDAN
services.

User operations and data must
comply with relevant regulations.

3 Device (Mobile, PC) User Ensure sufficient security
and Network protection for user devices and
Security internet connections.

4 Infrastructure KDAN Maintain and protect cloud
Security infrastructure to ensure stable

and secure operations.
Responsible for data encryption
during storage and transmission.

5 Application KDAN Provide updates and fixes for
Protection applications to prevent threats

from known vulnerabilities.
Maintain high availability and
offer application-related security
features.

6 Policies and KDAN Ensure services adhere to
Compliance relevant regulatory requirements,

such as ISO and GDPR standards.

7 Backup and Disaster KDAN Implement routine backup plans

Recovery

and provide reliable disaster
recovery solutions.

Conduct regular disaster risk
drills.
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